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Living in a High-Tech World 

 Nearly 3 billion Internet users worldwide (40% of 

world population) 

 In the United States, 87% connect to the Internet 

 81% use computers; 68% use mobile devices 

 91% of adults & 78% of teens own cell phones  

 64% of adults & 77% of teens use social media 



 

 

 294 billion emails a day 

 16 billion text messages a day 

 90% are read within 3 minutes of delivery 

 644 million websites 

 1 in 14 couples met online 

 Two-thirds of all Internet users are on social media 

 

 

Living in a High-Tech World 



Social Media 

1 billion active users 

4 billion daily views 

500 million daily tweets 

200 million users 



Looking Ahead 

In 2018, there will be . . . 
 

 Over 300 million Internet users in the U.S. 

 Over half of all IP traffic from non-PC devices 

 11 times more mobile data traffic than in 2013 

 



A crime involving the use of the Internet 

 Identity theft  

 Email scams 

 Virus distribution 

 Cyberbullying and cyberstalking 

 Phishing 

 Child exploitation 

 Network intrusions 

 

Cybercrime 



 Anonymity 

 Virtually unlimited victim pool 

 Less effort for the offender 

 Little or no regulation 

 Evidence collection challenges 

Why Cybercrime? 



 Cybercrime is costly for organizations 

 Cybercrime impacts all industries 

 Data breaches exposed over 552 million identities in 2013 

 Mobile cybercrime has affected 38% of mobile users in the last year 

 1 in 392 emails contains a phishing attack 

 

 

 

 

A Global Problem 

2014 Global Report on the Cost of Cyber Crime 

Ponemon Institute LLC, sponsored by HP Enterprise Security 



2014: “The Year of the Breach” 

Who’s Next? 



State Governments under Attack 





 Invest in resources 

 Policy and procedure 
 Terms of use 

 Internet use 

 Social media 

 Disaster recovery 

 Educate your staff 

 Have a contingency plan 

Be Proactive 



Where Do You Log In? 



2013 Norton Report 



 Use secure networks 

 Create strong passwords 

 Don’t (necessarily) open that! 

 Log off 

 

 

 

 

 

Protect Yourself 



NW3C Training 

www.nw3c.org/training  

Basic Data Recovery and Acquisition (BDRA) 

33 Financial and Cybercrime classes 

14 online courses 

1998 

2014 

http://www.nw3c.org/training
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